CIS224:  Software Projects: Software Engineering and Research Methods

Risk Identification and Risk Monitoring

1. Software Risks

Risk analysis and management are series of steps that help 

a software team to understand and manage uncertainty.

Everyone involved in the software process: managers and engineers 

should try to identify risks, assess their probability of occurrence, 

estimate their impact and establish a plan for risk management.

The deliverable document prepared during this software engineering 

phase is Risk Management and Monitoring Plan.

1.1. Sub-steps of the Risk Monitoring Process

Risk monitoring involves the following activities:

· Risk Identification 

· Risk Estimation

· Risk Analysis

· Risk Monitoring


1.2. Risk Underpinnings



There are several theoretical underpinnings for risks in evidence:



- risk concerns future happenings 

  ( what risks might cause the software project to go awry? );



- risk involves change ( how will changes, connected to the project,



   affect timeless and overall success? );



- risk involves choice ( what methods and tools shall we use? ).

2. Risk Identification

Risk identification lists the specific project risks within three 


categories:


- project risks: these are potential budgetary, schedule,

  personnel, resource, and requirement problems


- technical risks: these are design, implementation, 

  interfacing, validation, and maintenance problems


- business risks: 

The risk identification process suggests development of 

“risk checklist” with set of questions relevant to each of 

the factors.

3. Risk Estimation / Projection


Risk estimation includes attempts to rate each risk with respect


to the likelihood that the risk is real and the consequences of the 


problems associated with the risk should it occur.


The overall risk exposure (RE) is determined with the formula:

RE = P * C


where: 
P is the probability of occurrence for a risk




C is the cost to the project should the risk occur


Example: If a project team finds that 18 software components are risky,




  the average price of such a component is 14 pounds per line, 




  and each component consists of approximately 100 lines,




  then the cost of such a component is: 

C = 18 * 14 * 100 = 25,200




Assuming that the probability of occurrence for a risk is P = 0.8




the risk expose can be computed as follows:




  
RE = 0.80 * 25,200 


A risk table provides a project manager with a simple technique for


risk management.


Risks are weighted by perceived impact on the project and then 


prioritised. The risk impact and probability have a distinct influence 


on management concern.

A risk factor that has a high-impact weight but a very low probability

of occurrence should not absorb a significant amount of time.


However, high-impact risks with moderate to high probability and 


low-impact risks with high probability should be carried forward to 


the risk analysis steps.
4. Risk Analysis


During the risk analysis step, risk referent levels must be defined.


For most software projects these are: cost, schedule and performance

If there is a level for cost overrun, schedule slippage, or performance 



degradation, the project will have to be terminated.


The activities during risk analysis are:


- define risk referent levels for the project ;


- develop relationships among the referent levels ;


- define region for termination ;


- try to predict how compound combinations of risks will affect a 


  particular referent level.

5. Risk Monitoring Plan
I. Introduction


A. Scope and Purpose


B. Overview: Risk Priorities


C. Organization



1. Management



2. Responsibilities


D. Aversion Program



1. Schedule



2. Main Milestones

II. Risk Monitoring


A. Risk Identification



1. Survey of Risks



2. Risk Taxonomy


B. Risk Estimation



1. Estimate probability of risk



2. Estimate Consequence of Risk



3. Sources of Error


B. Risk Analysis



1. Risk Referent Level

III. Risk Management


A. Recommendations


B. Risk Monitoring Procedures

IV. Appendices

