CIS224:  Software Projects: Software Engineering and Research Methods

Software Quality Assurance

1. Software Quality

1.1. Definition

Software quality is called the conformance to explicitly stated functional 

and performance requirements, documented development standards, 

and implicit characteristics.

Important points:

- software requirements are the foundation from which quality is measured ;

- specified standards define development criteria that guide the manner 

   in which the software is engineered ;

- if the software meets only the explicit requirements, and does not meet 

   the implicit requirements, the software quality is suspect.

1.1 Software Quality factors

Operational characteristics:
- correctness - does it do what I want?
- reliability - does it do it accurately?

- efficiency - will it run efficiently on my hardware?

- integrity - is it secure?

- usability - is it designed for the user?

Product revision:

- maintainability - can I fix it?

- flexibility - can I change it?

- testability - can I test it?

Product transition:

- portability - will I be able to use it on another machine?

- reusability - will I be able to reuse some of the software?

- interoperability - will I be able to interface it with another system?

1.2 Metrics for Grading the Software Quality factors

- auditability - the ease with which conformance to standards can be checked

- accuracy - the precision of computations and control

- communication commonality - the degree to which standard interfaces are used

- completeness - the degree to which the implementation has been achieved

- conciseness - the compactness of the program in terms of lines of code

- consistency - the use of uniform design and documentation techniques

- data commonality - the use of standard data structures and types

- error tolerance - the damage that occurs when the program encounters an error

- execution efficiency - the run-time performance of the program

- expandability - the degree to which the design can be extended

- generality - the breadth of potential application of program components

- hardware independence - the degree of decoupling from the hardware

- modularity - the functional independence of program components

- operability - the ease of operation with the system

- security - existence of mechanisms that protect the data and the program

- simplicity - the degree of understandability of the program without difficulty

- traceability - the ability to trace a component back to the requirements

1.3 The Software Quality System

The quality factors are developed in a system called a quality system, 

or quality management system.

The software quality system consists of the managerial structure, 

responsibilities, activities, capabilities and resources to ensure that 

the developed software products have the desired quality.

The quality management system encompasses the following activities:

- reviews of the projects’ qualities 

- career development of staff

- development of standards and procedures

The concrete details of the quality management system will be contained 

in a quality manual. A quality manual will contain standards, procedures 

and guidelines and will be influenced by external standards.

- a standard is instruction of how a project document or program code 

   is to be displayed ;

- a procedure is a step-by-step set of instructions describing how 

   a particular software activity is to be carried out ;

- a guideline - consists of advice on best practice.

2. Software Reviews

Software reviews are a filter to the software engineering process. 

Reviews are applied at various points during software development 

and serve to uncover defects that can be removed.

A software review is a way of using a group of people to:

- point out needed improvements in the product of a single person or team

- confirm those parts of the product in which improvement is not desired

- achieve technical work of more uniform quality than can be achieved 

   without reviews, in order to make technical work more manageable

There are many different types of reviews:

- informal meetings

- formal presentation of software

- walkthroughs

The obvious benefit from formal technical reviews, walkthroughs, 

is the early discovery of software defects so that each defect may be 

corrected prior to the next step in the software engineering process. 

A defect amplification model can be used to illustrate the generation 

and detection of errors during the steps in the software engineering process.

3. Formal Technical Reviews

A formal technical review (FTR) is a software quality assurance activity 

performed by software engineers with the following objectives:

- to uncover errors in function, logic or implementation of the software ;

- to verify that the software meets its requirements ;

- to esnure that the software has been developed according to the standards ;

- to achieve uniform software ;

- to make projects manageable.

The formal technical review serves to promote backup and continuity 

because a number of people become familiar with parts of the software 

that they may not have otherwise seen.

Each FTR is conducted as a meeting and is considered successful only 

if it is properly planned, controlled and attended.

3.1. The Review Meeting

Every review meeting should abide by the following constraints:

- between 3 and 5 people should be involved in the review ;

- advance preparation should occur but should require no more 

   than 2 hours of work for each person ;

- the duration of the review meeting should be less than 2 hours.

Rather than attempting to review the entire design, walkthroughs are 

conducted for modules or for small groups of modules.

The focus of the FTR is on a product- a component of the software. 

The review meeting is attended by the review leader, all reviewers, 

and the producer. 

The producer organizes a "walk through" the product, explaining the 

material, while the reviewers raise issues based on their advance

preparation. 

When errors are discovered, the recorder notes each. 

At the end of the review the attendees decide whether to accept the 

product or not, with or without modifications.

3.2. Review Reporting and Record Keeping

During the FTR, the reviewer actively records all issues that have been raised. 
Finally, a review summary report is produced.

3.3. Review Guidelines

Guidelines for the conduct of formal technical reviews must be established

in advance, distributed to all reviewers, agreed upon, and then followed.

An example set of guidelines is the following:

- review the product, not the producer

- set an agenda and maintain it 

- limit debate and rebuttal

- enunciate problem areas, but don’t attempt to solve every problem noted

- take written notes

- limit the number of participants and insist upon advance preparation

- develop a checklist for each product that is likely to be reviewed

- allocate resources and time schedule for FTRs

- conduct meaningful training for all reviewers

- review your early reviews

3.4. Review Checklists

Checklists are used to assess products that are derived as part of the 

software development process. 

System Engineering phase: a system specification is prepared

- are major functions defined in unambigous fashion ?

- are interfaces between the system elements defined ?

- have performance bounds been established ?

- has the best alternative been selected ?

- is the solution technically feasible ?

- has a mechanism for system validation and verification been established ?

- is there consistency among the system components ?

Software Project Planning phase: a software project plan is prepared

- is software scope unambiguously defined and bounded ?

- are resources adequate for the scope ?

- are resources readily available ?

- have risks in all important categories been defined ?

- is a risk management plan in place ?

- is the basis for cost estimation reasonable ?

Software Requirements Analysis phase: preparing requirements specification

- is information domain analysis complete, consistent, and accurate ?

- is problem partitioning complete ?

- are external and internal interfaces properly defined ?

- does the model properly reflect data objects, their attributes and relations ?

- are all requirements traceable to system level ?

- has prototyping been conducted for the user ?

- are requirements consistent with schedule, resources, and budget ?

- are validation criteria complete ?

Software Design phase: preliminary design reviews

- are the software requirements reflected in the architecture ?

- is effective modularity achieved ?

- are interfaces defined for all necessary modules ?

- is the data structure consistent with the information domain ?

- is the data structure consistent with the requirements ?

- has maintainability been considered ?

- does the algorithm accomplish the desired function ?

- is the algorithm logically correct ?

- is the interface consistent with the architectural design ?

- is the logical complexity reasonable ?

- are local data structures properly defined ?

- is design detail amenable to the implementation language ?

Software Coding phase: source code

- has the design been properly translated into code ?

- has proper use of language conventions been made ?

- is there compliance with coding standards for the language style ?

- are data types and data declarations proper ?

- have all the items on the design walkthrough checklist been reapplied ?

Software Testing phase: test plan

- have major test phases properly been identified ?

- are major functions demonstrated early ?

- is the test plan consistent with the overall project plan ?

- are test resources identified and available ?

- has traceability to validation criteria been established as part

   of the software requirements analysis?

Maintenance phase: test plan

- have side effects associated with change been considered ?

- has the change, once made, been documented and reported ?

- have appropriate FTRs been conducted ?

- has a final acceptance review been conducted ?

