El Gamel – An Example

Key Generation

1. p =281         (prime chosen at random)

2. g = 3
        (3 is the smallest generator for prime 281)

3. a = 57
       (random number between 1 and 280)


4. y = 258       (y=ga mod p, here y =357 mod 281) 
The public key is (p=281, g=3, y=258).  The private key is (a = 57)

We will assume that these are Bob’s public and private keys and that Alice wants to send Bob a message.

Encryption

Suppose Alice wants to send Bob the message m = 65.  She takes the following steps:

1. Alice chooses random number k = 49
2. She computes r = gk mod p 

  r = 349  mod 281 

  r = 146

            
and    x =  yk mod p

                                  x = 25849 mod 281

    

          x = 152



and    c = (m*x) mod p



         c = (65 * 152) mod 281



         c = 45

3.  Alice sends the ciphertext (r = 146, c = 45) to Bob.

Decryption

Bob, who is the holder of the secret key a = 57, receives the ciphertext 

(r = 146, c = 45) from Alice.  To decrypt the message, Bob takes the following steps:

1. Bob computes x = ra mod p

x = 14657 mod 281

x = 152

2. Bob knows that c= (m*x) mod p, and thus m = (c*x-1) mod p, and therefore Bob needs to calculate the inverse of  x mod p.  Here Bob needs to calculate the inverse of 152 mod 281.  He does this using Euclids algorithm to find that the inverse of 152 mod 281 = 220.

Therefore the message is m = (45*220) mod 281 = 9900 mod 281 = 65.

