Computer Security Exercises – Security Policies

Have a go at the following exercises to learn more about security policies, and the problems that they can cause as well as solve. Your answers may be as long as you like and in whatever format you choose – the main thing is for you to be thinking about these issues.

Defining security concepts

Conduct an Internet search for some examples of definitions of security concepts. A good starting point is the web site of the UK National Technical Authority for Information Assurance. 

http://www.cesg.gov.uk
Other governments have similar sites, and many of the major IT companies also have pages discussing security.

What do Goldsmiths do?

Consider the Goldsmiths computer system.  Can you identify the security policy?  How good is the security of the system?  How easy is it to access other people’s files or read other people’s emails? How could you add extra security measures to protect your own files?

A hypothetical example

A student suspects there is a vulnerability on a system in a university public access laboratory. She tests this by trying to exploit the vulnerability.  She succeeds, and obtains privileges that she would not normally have.  She reports both the hole and her exploiting it to the system staff, who in turn report it to the manager of the laboratory.  The manager files charges of breaking into the computing system against the student.  The student has to appear before the Student Judicial Authority – she’s in trouble!

a) Did the student act ethically by testing the system for the security hole before reporting it?

b) Did the manager act ethically by filing charges against the student?

c) The manager told the system staff not to bother fixing the hole, because the action taken by the SJA would deter any further break-ins through that hole. Was the manager’s action appropriate?

What would you do?

Devise your own security policy for protecting examination results kept on a computer system. Your policy should at least consider the access requirements of students, lecturers, and administrators.  
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