Computer Security Exercises – Introduction to Encryption

Encryption is a way of changing a message – the plaintext – into an unrecognisable form – the ciphertext.   The purpose of encryption is to disguise confidential information so that it’s meaning is unintelligible to an unauthorised person. People have been using encryption for many years.  In this lab we are going to look at a simple substitution algorithm for encryption used by Julius Caesar over 2000 years ago.

Caesar’s Cipher

In this cipher, each letter of the alphabet A,B,C,…,W is replaced by the letter 3 places along.  So A becomes D, B becomes E, and so on.  The letters X,Y,Z are replaced by A,B,C respectively.  

Plaintext Letters

	A
	B
	C
	D
	E
	F
	G
	H
	I
	J
	K
	L
	M
	N
	O
	P
	Q
	R
	S
	T
	U
	V
	W
	X
	Y
	Z

	D
	E
	F
	G
	H
	I
	J
	K
	L
	M
	N
	O
	P
	Q
	R
	S
	T
	U
	V
	W
	X
	Y
	Z
	A
	B
	C


Ciphertext Letters

 Thus the plaintext message HELLO WORLD becomes the ciphertext KHOOR ZRUOG.  To recover the plaintext from the ciphertext, you simply need to replace each ciphertext letter with the letter 3 before it in the alphabet.  So the ciphertext LW’V  KRW  LQ  KHUH can easily be decrypted to read IT’S HOT IN HERE.  Although Caesar used the number or key 3 for his cipher, any key value between 0 and 25 can be used. 

Implementing Caesar’s Cipher

Write a computer program which implements Caesar’s cipher.  You can choose any value between 0 and 25 as your key.  

Breaking Caesar’s Cipher

Use your program to encrypt a piece of text.  Now swap ciphertexts with another student and see if you can decipher their message without knowing the value of their key.  

Improving the Cipher

You should be able to decipher messages encrypted using Caesar’s cipher without too much trouble – even without knowledge of the key.   What changes can you make to improve the cipher?
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