Computer Security Exercises 

Encrypting and Decrypting Without Exchanging Keys

Here is a suggestion for a method of encrypting and decrypting messages without the need to exchange keys.  Instead, Alice and Bob each choose their own key, which they keep secret.

For this lab session you will need to work in pairs taking the parts of Alice and Bob respectively.  Work through the following protocol to exchange messages.  You can either program the protocol and exchange messages by email or if you prefer you may work by hand.

1. Alice writes a message M and chooses a secret key A.

2. Alice “adds” the message M to her key A to obtain ciphertext C1. (If you have converted your message into binary then “add” here would mean XOR.  However if you are working by hand you could “add” the character from the message to the corresponding letter in your key by adding their ASCII values). Alice sends the ciphertext C1 to Bob.

3. Bob  chooses a secret key B and “adds” together the ciphertext C1 and his secret key B to obtain ciphertext C2.  Bob sends the ciphertext C2 to Alice.

4. Alice “subtracts” her secret key A from ciphertext C2.  She is now left with a message which is encrypted only by Bob’s secret key. Call this C2’.  

5. Alice sends C2’ to Bob.  Bob “subtracts” his secret key B and retrieves the original message.

The protocol can be expressed as follows:


Alice : M+A ( Bob


Bob   : M+A+B (Alice


Alice : M+A+B-A=M+B ( Bob


Bob   : M+B-B=M

I have purposely not given all the necessary details for this cryptosystem, for example on how to choose your secret keys, how to block messages etc because I want you to decide how this should be done. 

How secure is it?
If an attacker gets hold of one of the transmissions can he/she determine the message?

What if the attacker gets hold of all of the transmissions - is the message still secure?  What are the weaknesses of this scheme?
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