Computer Security Exercises 

Implement Diffie-Hellman Key Exchange

The Diffie-Hellman Key Exchange protocol allows two subjects, let’s call them Alice and Bob, to securely exchange a key.   The security of the protocol is based on the Discrete Log Problem.  The Diffie-Hellman protocol can be summarised as follows:

1. Alice and Bob agree on a prime number p and suitable generator g.

2. Alice chooses a secret number a<p and computes x = ga mod p.

Meanwhile

Bob chooses a secret number b<p and computes y = gb mod p.

3. Alice sends the value x to Bob, and Bob sends the value y to Alice.

4. Alice computes k = ya mod p and Bob computes k = xb mod p.
So now both Alice and Bob share the value of the key k.

What you should do in the lab this week:

Working with a partner, take the roles of Alice and Bob and use the Diffie-Hellman protocol to exchange a secret key. (If you have no friends that’s very sad but no excuse not to work – you will just have to play both parts yourself).

If you have not already done so, then you can also generate keys for a public key cryptosystem, either RSA or El Gamel, and exchange messages. (see last weeks lab sheet)

You can use the CryptoTools program to generate suitable parameters.

(Note that there is now a complete working version of CryptoTools on my website.  If your program isn’t working then download this new version.  I want us to concentrate on cryptography rather than programming)
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