Computer Security Exercises 

 Security Certificates On The Internet

This week we will be exploring the use of Certificates on the Internet, and considering some of the problems that can arise with the use of Certificates.

Things to do in the lab this week:

1. The Department of Computing at Goldsmiths holds personal details on all of the students.  These can be accessed via the Department Intranet.  This site issues a security certificate which you can view by following these steps copied from Internet Explorer Help:


Have a look at this certificate and see if you can identify the following important components:

Have a look at the security certificate and see if you can identify the following important components:

a) The name of the subject (whose certificate is it?)

b) The name of the Certification Authority

c) The Date of Validity of the Certificate

d) The Public Key of the subject

e) The Public Key Encryption Scheme Used

f) The Hash Function Used

2. A big problem with the use of certificates is the revocation of invalid certificates. If for example an employee leaves a company, or a subject knows that their private key has been compromised, then the certificate guaranteeing the corresponding public key should be removed from the public domain.  Consider the problems that this entails and discuss possible solutions?

3. Suppose that an Internet company who takes credit card payment uses a certificate to guarantee security.  Fraudulent transactions might take place for a variety of reasons.  Suggest situations in which each of the following parties should be liable for a fraudulent transaction.

a) The Internet company 

b) The credit card holder 

c) The credit card company 

d) The Certification Authority who issued the certificate

To view security certificates


On the Tools menu in Internet Explorer, click Internet Options. 


Click the Content tab. 


In the Certificates area, click the Certificates or Publishers buttons to view the list of current certificates that you trust. 
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