Computer Security Exercises

PGP and The Web of Trust

If Alice wants to send Bob a message using PGP how does she know that the public key she has for Bob is really Bob’s key? PGP does not rely on any certification authority to establish that keys are genuine.  Instead, it tries to establish a path between Alice and Bob.  This path consists of other PGP users who know and trust each other.  If Alice trusts Dave and Dave trusts Ellen and Ellen trusts Jim and Jim trusts Frank and Frank trusts John and John trusts Bob, then Alice can trust Bob!

The following diagram shows a public-key ring. An arrow from one key to another indicates that the first key has been signed by the second.  
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a) The key ring owner fully trusts users A,C and D  and partially trusts users B, E and F. Show the level of trust associated with each key by fully shading and partially shading the fully trusted and partially trusted keys respectively.

b) A key must be signed by one fully trusted user or two partially trusted users to be declared legitimate. Mark the keys that are considered legitimate.

Conduct an Internet search for information on PGP. Of particular interest is the MIT Distribution Site for PGP, http://web.mit.edu/network/pgp.html which hosts a Public PGP Key Server.  

There are also sites, which try to find a path between two given PGP keys. Try the wotsap site (Web of Trust Statistics and Pathfinder) at http://www.lysator.liu.se/~jc/wotsap/. 







CIS326 Exercises

Wednesday, 1st December 2004


