	Past Examination Questions – Public Key Cryptosystems



	1.
	a)

b)

c)

d)
	Describe the RSA (Rivest Shamir and Adelman) public key cryptosystem. Your answer should include

i. The generation of public and private keys

ii. The encryption algorithm

iii. The decryption algorithm

iv. The basis for the security of RSA

Bob has public RSA key (n = 65, e = 5)
Show that Bob’s private key is (d = 29)

Alice wants to send the message m = 11 to Bob. She encrypts the message using Bob’s public key. What is the value of the ciphertext that Alice sends to Bob?

David has also sent an encrypted message to Bob.  The ciphertext value that Bob receives from David is 19.  Showing all your working, use Bobs key to decrypt this ciphertext and recover the value of David’s message.


	[12]

[5]

[3]

[6]



	
	
	
	

	2.
	a)

b)

c)

d)
	Describe the El Gamel public key cryptosystem. Your answer should include:

v. The generation of public and private keys.

vi. The encryption algorithm.

vii. The decryption algorithm.

viii. An explanation as to why the decrypted message is the same as the original message.

ix. The basis for the security of El Gamel.

Bob uses the prime p = 17 and generator g = 3 for his El Gamel cryptosystem. His private key is 9.  What is Bob’s public key?

Alice has encrypted a message using Bob’s public key.  The ciphertext that she sends to Bob is (r = 13, c = 11).  Showing all of your working, use Bob’s private key to decrypt this ciphertext and recover the value of Alice’ s message.

Give two advantages and two disadvantages of the El Gamel cryptosystem when compared with the RSA cryptosystem.
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	3.
	Bob has a public RSA key (n = 77, e = 13).  He sends Alice a message m and the digital signature s of the message.  The message and signature that Alice receives is (m = 3, s = 5).  Should Alice accept the message as genuine or not? You must give justification for your answer.
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