CIS326 Practice Questions

	1.
	The following six features should be provided by a security system.  For each, write a sentence describing what is meant by the feature.

a) Integrity

b) Availability

c) Non-repudiation

d) Authentication

e) Accountability

f) Access control
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	2.
	A personnel department has two sections – temporary and permanent.  A staff member can work for none, one or both of these sections.  Information is classified as open or private. A security level is represented by a pair (X,Y) where X is either open or private and Y is a subset of the set {temporary,permanent}.  A security level (X1,Y1) dominates a security level (X2,Y2)  

· If X1 = X2 or if X1 is private and X2 is open
· And if Y2 is a subset of Y1
a) List each of the security levels

b) Which sort of access control structure could best be used to model this structure?  Justify your answer.

c) Which security level dominates both (open,{p}) and (private,{t})?  Which security level is dominated by both  (open,{p}) and (private, {t})?
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	3.
	A password system requires that the user chooses a password which comprises 4 lower case letters (any of a ..z) followed by 4 digits (any of 0..9).  

a) How many different possible passwords are there?

b) A hacker has an automated program which can try 10,000 passwords per second.  On average, how long  would it take the hacker to find a particular user’s password? Give your answer to the nearest hour.

c) It is decided to make the password more secure by adding another digit onto the end so that a password now comprises 4 letters followed by 5 digits.  If the hacker can still test 10,000 passwords per minute, how long will it take him to find the users password now?


	[2]

[3]

[1]

	4. a)

   b)

  c)

 d)

   e)

5
	What is meant by a protection ring for access control?

How can a graph be used to represent security levels?  

What do vertices and edges correspond to?

What sort of graph corresponds to a protection ring?

In a graph representing security levels, what does it mean to say that a vertex dominates another?

Show that domination is transitive.

In an organisation, documents are either unclassified (u) or confidential (c) or secret (s) with an ordering given by u < c < s.

A staff member can work for the national {n} or the international {i}group or for both groups {n,i}.  Security levels are represented by a pair (X,Y) where X is one of u,c or s and Y is one of the sets {n},{i} or {n,i}.  A security level (X1,Y1) dominates another (X2,Y2) if

             X1<=X2  and Y2 is a subset of Y1.

How many security levels are there?

Draw the graph of the security levels.

Which security levels are dominated by both (c,{n,i}) and (s,{i})?

Which security levels are dominated by both (c,{n}) and (s,{i})?

What two properties of an access control graph make it a lattice?

State whether the access control graph in d) is a lattice, explaining your answer.

Describe the process of identification and authentication using passwords.

Describe the following threats to the process

a) Password guessing

b) Password spoofing

c) Reading the password file

Explain defences that the system can employ and defences that the user can employ to reduce the threat of password guessing.

Define what is meant by a one-way function and describe their use in cryptographically protecting the password file.

A hacker obtains access to a password file which has been cryptographically protected.  Describe how the attacker may do an exhaustive search to determine the password of a particular user.

What steps can be taken by the user and by the system to make attacks of this kind less likely to succeed?
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	6.
	What is the main difference in the way in which data is encrypted by a stream cipher and a block cipher?

Why are stream ciphers used in implementations where a lot of interference might be expected, such as mobile telephone communications?

A block cipher should have the properties of diffusion, confusion and completeness.  Explain what each is meant by each of these properties and why they are essential for a secure block cipher.

Alice and Bob have designed a very simple block cipher with the following encryption protocol:

1) The message is padded at the right-most end with 0’s so that it’s length is divisible by 8.

2) The padded message is split into blocks of 8 bits

3) A further block of 8 bits is appended at the right-most end which contains the length of the original message (It is assumed that messages are of length less than 28 bits so that the length will fit into an 8 bit block)

4) Alice and Bob agree on a symmetric key of 8 bits.

5) Starting with the left-most message block:

a) The key is XORed with the message block to obtain the ciphertext block.

b) The message block and the key are then added together and the 8 most significant bits form the key for the next block

Step 5) is repeated until all of the message blocks have been encrypted.

For example, the message 1101001111001101100010101101 is padded with 4 zero’s and length byte 00011100.  Using the key 01100110, the message is encrypted to produce the following ciphertext:     1011010101010001001111100100111110101011

Message

11010011

11001101

10001010

11010000

00011100

Key

01100110

10011100

10110100

10011111

10110111

Ciphertext

10110101

01010001

00111110

01001111

10101011

Write the corresponding decryption protocol and demonstrate it by decrypting the ciphertext 11001100011110001110110010010010 using the key 01100110.

Discuss the security of Alice  and Bob’s symmetric key cryptosystem.
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